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Figure 16.3 EAP Protocol Exchanges

Presenting an identifier to the security system — Identification step
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applications and supporting many users
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physical keys

Something the individual is (static biometrics) =
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Project Athena at MIT

Authentication Architecture Model

Something the individual knows ~

Something the individual does (dynamic _)
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provides a centralized authentication server
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obtain the necessary information to
impersonate a user

should employ a distributed server architecture

with one system able to back up another
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— XML (Extensible Markup Language) ~

—— SOAP (Simple Object Access Protocol) ~

set of SOAP extensions for implementing

message integrity and confidentiality in Web —— WS Security -/
Services

—— SAML (Security Assertion Markup Language) -

Service Provider
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Identity Provider
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values associated with user’s identity.

decrypts ticket and

authenticator, verifies request
then creates ticket for requested
application server

- 6.Host verifies that

ticket and authenticator
match, then grants access
to service. If mutual
authentication is
required, server returns
an authenticator.

i

Administrator

@ End user's browser or other application engages
in an authentication dialogue with identity provider
in the same domain. End user also provides attribute

@ Some attributes associated with an identity, such as
allowable roles, may be provided by an administrator

in the same domain.

@ A service provider in a remote domain, which the user
wishes to access, obtains identity information,
authentication information, and associated attributes
from the identity provider in the source domain.

@ Service provider opens session with remote user and
enforces access control restrictions based on user's

identity and attributes.
Figure 15.6 Federated Identity Operation
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User certificates generated by a CA have the
following characteristics

(a) X.509 Certificate

different versions of 509 certificate

Any user with access to the public key of the
CA can verify the user public key that was
certified

No party other than the certification authority
can modify the certificate without this being
detected

they can be placed in a directory without the
need for the directory to make special efforts
to protect them

Because certificates are unforgeable

a user can transmit his or her certificate
directly to other users

Each certificate includes a period of validity

Typically expiration of the old one

It may be desirable on occasion to revoke a
certificate before it expires, for one of the
following reasons

Each CA must maintain a list consisting of all
revoked but not expired certificates issued by
that CA
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publication | revocation request
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authority
Cross
< R CRL issuer ‘—I l certification
publication Certificate
authority
PKI
management
entities
PKIX Architecture model

a new certificate is issued just before the

The user's private key is assumed to be
compromised

The user is no longer certified by this CA
The CA's certificate is assumed to be

compromised

These lists should be posted on the directory



