
Web Engineering 
after midterm

Web Authentication

HTTP is a Stateless Protocol

server does not keep track of any state
information

No state is maintained over like multiple 
requests

Session based authentication

server creates a session for the user after the 
user logs in and keeps it

The session id is then stored on a cookie on the 
user's browser

cookie would be sent along with every 
subsequent request

server can then compare the session id stored 
on the cookie

against the session information stored in the
memory

to verify user’s identity and sends response 
with the corresponding state

Cookie Types

Memory cookies  Cookies are deleted from browser memory after they time out

File cookies  cookie file kept on user’s host
managed by user’s browser

back-end database at Web site

Cookie Syntax in HTTP Response Header Set-Cookie: <name>=<value>; <attributes> in attributes we can put

Expires=<date> or Max-Age=<seconds> Sets when the cookie should be deleted

Domain=<domain> and Path=<path> Define which URLs the cookie should be sent to

Secure Ensures the cookie is only sent over encrypted 
HTTPS connections

HttpOnly Prevents client-side scripts (like JavaScript) 
from accessing the cookie

SameSite=<Strict|Lax|None>
Controls whether cookies are sent
with cross-site requests to mitigate CSRF 
attacks

Multiple Cookies To set more than one cookie the server must send multiple Set-Cookie 
headers in a single response

Cookies Usage

authorization

shopping carts

recommendations

user session state (Web e-mail)

Problems

CSRF (Cross-Site Request Forgery)

definition  an HTTP request that starts on one website 
(Site A) and targets a different website (Site B)

Browsers allow this so the web can be 
interconnected

Security Risk

Malicious site can trigger a cross-site request 
with your login cookies or other sensitive data

Potentially allowing the attacker to perform 
actions as you

to mitigate the risk Choose a proper value for cookie attribute 
SameSite

SameSite=None

Old behavior

Disables security check entirely

Browser allow cookies to be sent with every 
cross-site request

SameSite=Strict Browser never sends cookies for any cross-site 
request

SameSite=Lax

Modern default

Browser block cookies for any invisible cross-
site request

Browser allow cookies to be sent with cross-
site request triggered by clicking a regular link

XSS (Cross-Site Scripting)

An attacker can use document.cookie in a malicious script to read the user’s all cookies

Once the attacker has the session cookie they can add it to his own browser and bypass the login screen entirely

If the stolen cookie has long expiration
the attacker maintains access to the account 
even after the victim logs out or changes his 
password

unless the server invalidates all
sessions

to mitigate this risk
 Set the flag HttpOnly as cookie attribute

Set short expiration times for session cookies

Cookie Theft via Unsecured Connections

a cookie is sent over an unencrypted http 
connection

attacker on the same network can "sniff" the network traffic and steal the 
session ID

attacker adds it to his own browser and bypass 
the login screen entirely

to mitigate this risk Set the flag Secure as cookie attribute

 JWT (JSON Web Tokens)

definition
are an open, industry standard method for 
representing claims securely between two 
parties

it consists of

Header

the type of the token which is JWT

the signing algorithm being used such as

HMAC

SHA256

RSA

Payload contains the claims Claims are statements about an entity and additional data

Signature  To create the signature part you have to take the

encoded header

the encoded payload

a secret key

the algorithm specified in the header

and sign those

Problems

if one is stolen attacker has full access to the user’s account 
information

solution JWT can be configured to automatically 
expire after some time

CORS  (Cross-Origin Resource Sharing) A security mechanism that allows a server to 
specify:

which "origins" are permitted to
access its resources origins are

 the protocol (http/https)

domain (example.com)

port (80/443)

If any of these change it is a cross-origin request

Requirements for Web Applications

Characteristics of Modern Web Applications

Multi-device and multi-browser compatibility requires responsive and consistent design

Cloud-native and API-driven architectures enable scalability and flexibility

Evolving and iterative requirements demands continuous deployment

Highly user-centric and data-driven behavior guides requirements through analytics

New Functional Requirement Considerations

Personalization dynamic content and adaptive user experiences

Interactivity

real-time updates

chat

collaboration tools

Integration third-party APIs and microservices support

Internationalization multilingual and cultural adaptability

New Non-Functional Requirement Dimensions

Performance at scale

large traffic

caching

latency optimization

Security and privacy

OAuth2

GDPR

CCPA

encryption

secure data storage

Accessibility WCAG compliance for inclusive design and 
usability WCAG (Web Content Accessibility Guidelines)

set of international standards

created by W3C

to help with

Visual impairments

Hearing impairments

Motor impairments

Core Principles POUR

Perceivable Information and UI elements must be presented 
in ways users can perceive

Operable Users must be able to navigate and interact 
with the interface

Understandable Information and operation of the interface
must be clear and predictable

Robust Content must be compatible with assistive
technologies and future browsers

Data-Driven Requirements

Analytics reveal real user needs and pain points

User behavior informs new UX and performance
requirements

Monitoring tools create continuous RE feedback
loops

CRE (Continuous Requirements Engineering)

Requirements are living documents continuously updated and validated

Integration with Agile and DevOps shortens 
feedback cycles

Telemetry and analytics drive requirement 
validation and evolution

Design Patterns

Definitionseach pattern has

name
a handle we can use to describe a design
problem, its solutions, and consequences in a 
word or two

problemdescribes when to apply the pattern

solutiondescribes the elements that make up the design

their relationships

responsibilities

collaborations.

consequences are the results and trade-offs of applying the
pattern

Types

Creational

 ones that create objects for yourather than having you instantiate objects 
directly

gives your program more flexibilityin deciding which objects need to be
created for a given case

Examples

The Factoryprovides a simple decision making class
that returns one of several possible subclassesof an abstract base class

depending on the data that are provided

 The Abstract Factoryprovides an interface to create and return one 
of several families of related objects

The Builderseparates the construction of a complex
object from its representation

The Prototype

starts with an initialized and instantiated
class

and copies or clones it to make new instances 
rather than creating new instances

The Singleton

class of which there can be no more
than one instance

problem

How can a class that does not extend 
ClassicSingleton create a ClassicSingleton 
instance if the ClassicSingleton constructor is 
protected?

We can make the ClassicSingleton constructor 
private so that only ClassicSingleton’s methods call it

orWe can put your singleton class in an explicit 
package

The ClassicSingleton class is not thread-safe, if 
we have 2 threads of ClassicSingleton, then 
we'll have 2 instances if called at the same time

solve using Synchronization

Structural

help you compose groups of objects into
larger structures

such as complex user interfaces or accounting
data

examples

Adapter

used to enable objects with different interfacesto communicate with each other

used to convert the programming interface
of one class into that of another

types

object adapters

class adapters

implementationin Java we can implement them using
inheritance

object composition

Composite

Proxy

Flyweight

Façade

Bridge

Decorator

Behavioral

help you define the communication
between objects in your system

and how the flow is controlled
in a complex program

examplesObserver

a subscription mechanism to notify multiple 
objects about any events that happen to the object they’re oberving

"there maybe difference with the words here and the prof. presentation but they mean the same thing and both 
are correct"
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Now
The last mindmap
For the college courses
in my series that I published in Telegram & the website 
blitz.deveopix.com which was made by the wonderful team 
deveopix
It was a wonderful journey with everyone here
Students, profs., reviewers and all the readers
I thank everyone who helped me reaching this stage
These mindmaps became a part of my life
and this great invention "Xmind" which provided me with a 
perfect UI/UX experience so I continued doing mindmaps 
without feeling stressed or annoyed from the tool I am using
And I am very thankful that I did all of this by my hand 
avoiding AI Slop, the effort I put here is what defines the 
products I do, and AI generated content even if it was perfect, I 
consider it "Done without Human Effort" which makes me lose 
interest immediately
So my final message to all the readers; the AI Tools are 
growing more & more, yes they automate and make 
everything faster, use them but always leave your personal 
touch in your work, make something that defines you exists 
here, because if not, we are all outputting the same output, 
where is the humanity in that? define human, define Robot, 
and tell me what makes you special (not only different)
                                                                            Omar Alkhateeb


